[bookmark: _GoBack]3GPP TSG SA WG3 (Security) Meeting #85	S3-161725
7-11 November 2016 Santa Cruz de Tenerife (Spain)	revision of S3-13abcd
	
Source:	Huawei, Hisilicon,
Title:	Identity-based authentication for service provider connectivity
Document for:	Discussion & Approval
Agenda Item:	8.6.2
Work Item / Release:	FS_NSA/Rel-14
Abstract of the contribution: This contribution proposes a unified network and service authentication scheme based on identity-based cryptography. 

pCR
[bookmark: OLE_LINK187][bookmark: OLE_LINK186][bookmark: _Toc419387430][bookmark: _Toc434312258]**************************BEGIN OF CHANGES **********************

5.2.4.x 	Solution #2.x: Identity-based authentication for service provider connectivity
5.2.4.x.1	Introduction  
This proposal provides another solution based on identity-based cryptography for the key issue 5.2.3.9:
In the key issue 5.2.3.9, it is pointed out ”in the traditional mobile system, the authentication model evolves a subscription (UE) and the operator network, so the authentication mechanism is established between the subscription/UE and the operator network. This authentication model doesn’t wholly capture the evolved business and new services of next generation network. ”
Thus, in this proposal, we propose a unified network and service authentication scheme based on identity-based cryptography as defined in IETF RFC 6507 [33]. The key idea is to use one authentication message to successfully achieve both the network access authentication and the service authentication, and generate separate session key with each party. The proposed method can reduce the authenticaton overhead and enhance the user’s usage experience. The proposed solution is appliable to UE with multiple services but the network access is provided by the same operator. 
5.2.4.x.2	Solution details  
In the proposed solution, we make the following assumption:
The Device, the Mobile Network Operator, and the Service Provider are pre-provisioned with IBS credentials with a same Global Public Key (GPK) issued by a key generator. The IDs used in the proposal are their IBS identities.
The proposed solution is illustrated in Figure 5.2.4.x.2-1. 



Figure 5.2.4.x.2-1. Identity-based authentication for service provider connectivity
Note: The various operations illustrated in Fig. 1 may be performed in the order shown, or in a different order. Further, two or more of the operations may be performed in parallel rather than sequentially.
Note: Authenticaton node of the MNO is an authentication function of the mobile network operator.  It can be SEAF/AUSF.  
Note: Authenticaton unit of the service provider is an authentication function of the service provider.  It can be AUSF of the service provider.  
Note: The proposed solution is for the IoT scenario. 

The solution details are as follows:
1.	Device generates a random number (RAND1). 
2.	Device sends an authentication message to the authentication node (AN) of the MNO. The authentication message shall include the following information: Authentication Type (Auth. Type), Service Provider’s ID (SP_ID), Device’s ID (Device_ID), RAND1, and its signature (Sig_De). A possible message format is given as follows: (Auth. Type, SP_ID, Device_ID, RAND1, Sig_De). The authentication type (Auth. Type) is an indicator that comprising a first type where authentication involves the operator and service provider networks, a second type where authentication involves the operator provider network, and a third type where authentication involves the service provider network.
3.	Upon receiving the authentication message, the authentication node first indentifies the Auth. Type. If Auth. Type is unified authentication, the authentication node verifies the signature of the device (Sig_De) using the device’s ID (Device_ID) based on IBS. Then, it generates a random number (RAND2). Then, it derives a key (denoted as K_com) using a pre-defined key derivation function (KDF). The input parameters of the KDF shall include RAND1 and RAND2, i.e., K_com=KDF(RAND1, RAND2). 
4.	The authentication node forwards the authentication message to the Authentication Unit of the service provider, i.e., (Auth. Type, SP_ID, Device_ID, RAND1, Sig_De). It is worth pointing out that no mutual trust is needed bwteen the MNO and the SP.  
5.	The authentication node sends an authentication response message to the device. The authentication response message shall include the authentication node’s ID (AN_ID), the random number received from the device (RAND1), the encrypted message m1 (where m1 is obtained by encrypting RAND2 using Device_ID, i.e., m1=En(RAND2, Device_ID) ), and the authentication node’s signature (denoted by Sig_AN). 
6.	Upon receiving the authentication response message, the device authenticates the authentication node by verifying its signature (Sig_AN). Then, it decrypts the message m1 to get RAND2. Then, it derives the key (K_com) using the pre-defined KDF. The input parameters of the KDF shall include RAND1 and RAND2, i.e., K_com=KDF(RAND1, RAND2). K_com is a session key between the device and the MNO. 
7.	The device then generates a Message Authentication Code (MAC1) using a MAC generation function with RAND2 and K_com as the input. The device sends the MAC1 to the authentication node. 
8.	Upon receiving MAC1, the authentication verifies MAC1. To verify the MAC1, it generates a MAC using the same MAC generation function with RAND2 and K_com as the input, and see whether MAC1 is equal to MAC. 
9.	Upon receiving the authentication message from the authentication node, the authentication unit of the service provider first verifies the signature of the device (Sig_De) using the device’s ID (Device_ID) based on IBS. Then, it generates a random number (RAND3). Then, it derives a key (denoted as K_sp) using a pre-defined key derivation function (KDF). The input parameters of the KDF shall include RAND1 and RAND3, i.e., K_sp=KDF(RAND1, RAND3). K_sp is a session key between the device and the service provider. 
10.	The authentication unit sends an authentication response message via the AN to the device. The authentication response message shall include the authentication unit’s ID (denoted by SP_ID), the random number received from the device (RAND1), the encrypted message m2 (where m2 is obtained by encrypting RAND3 using Device_ID, i.e., m2=En(RAND3, Device_ID), and the authentication node’s signature (denoted by Sig_SP). 
11.	Upon receiving the authentication response message, the device authenticates the authentication unit by verifying its signature (Sig_SP). Then, it decrypts the message m2 to get RAND3. Then, it derives the key (K_sp) using the pre-defined KDF. The input parameters of the KDF shall include RAND1 and RAND3, i.e., K_sp=KDF(RAND1, RAND3).
12.	The device then generates a Message Authentication Code (MAC2) using a MAC generation function with RAND3 and K_sp as the input. The device sends the MAC2 via the AN to the authentication unit. 
13.	Upon receiving MAC2, the authentication node verifies MAC2. To verify the MAC2, it generates a MAC using the same MAC generation function with RAND3 and K_sp as the input, and see whether MAC2 is equal to MAC.
Note: The procedure shown here is only for the first type where authentication involves both the operator and service provider networks. For the second type where authentication involves the operator provider network only, Steps 4, 9, 10, 11, 12, 13 are not involved.  For the third type where authentication involves the service provider network only, Steps 5, 6, 7, 8 are not involved. 
Note: The procedure shown here is for one service at a time. If the device accesses multiple services simultatneously,  the above procedure can be easily extended by letting the MNO forwarding the authentication message to multiple service providers.   

5.2.4.x.3	Evaluation 
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